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Enterprise Data Quality Management for USAF Operations Support

ABSTRACT----=-=======mmmmmmmmmmooo

The USAF, through the Expeditionary Combat Support System (ECSS) Program Office, is
piloting an initial capability to manage the quality of data throughout the logistics and other
Operations Support domains. This pilot will set up an Enterprise Data Quality Management
Service (EDQMS) that builds out existing deployed infrastructure to provide a vendor-neutral
data quality metrics database, a data quality metadata exchange (DQME) standard, and set of data
quality management tools. The EDQMS will also establish end-to-end DQ lifecycle processes
and governance structures. The pilot will then exercise the EDQMS with a set of inventory data
from several legacy information manufacturing systems. The overall approach shall be flexible
and generic enough for application to other information data products within the Logistics and
other AF Operational Support domains.
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Abstract

Enterprise Data Quality Management for USAF Operations Support

The USAF, through the Expeditionary Combat Support System (ECSS) Program
Office, is piloting an initial capability to manage the quality of data throughout the
logistics and other Operations Support domains. This pilot will set up an
Enterprise Data Quality Management Service (EDQMS) that builds out existing
deployed infrastructure to provide a vendor-neutral data quality metrics database,
a data quality metadata exchange (DQME) standard, and set of data quality
management tools. The EDQMS will also establish end-to-end DQ lifecycle
processes and governance structures. The pilot will then exercise the EDQMS
with a set of inventory data from several legacy information manufacturing
systems. The overall approach shall be flexible and generic enough for
application to other information data products within the Logistics and other AF

Operational Support domains.
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Outline

m AF Operations Support

m What Is Data Quality?

m Vision, Goals, Objectives, & Project Concept

m The Architecture of Data Quality

m DQ Process, Governance & Policy

m Enterprise Data Quality Management Service (EDQMS)

® Summary
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What is Data Quality?

m Quality is frequently defined as:

“Fit for purpose”

m Thus, good guality data can be defined as:

“Data that is fit for its use”

m Good quality data exhibits these characteristics:

— accurate, precise, complete, consistent, timely and
authoritative
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What is Data Quality?

m Accuracy:

— Correctness; Degree to which the reported information value is in conformance
with the true or accepted value

m Consistency/Validity:

— Degree of freedom from variation or contradiction
— Degree of satisfaction of constraints (including syntax/format/semantics)

m Completeness/Brevity:

— Degree to which values are present in the attributes that require them
— Degree to which values not needed for decision making are excluded

m Timeliness:

— Timelutility; Degree to which currentness of data values renders them useful
m Pedigree/Lineage/Provenance:

— History of data origin and subsequent ownership and transformation
m Precision/Certainty:

— Level of detail or exactness (vs. imprecise, approximate)
— Confidence in value (vs. uncertain, probabilistic, or fuzzy)

Integrity - Service - Excellence
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m Good quality data is needed for:

— Good decision making

— Efficient and effective transaction processing.

m Data of known quality can be treated appropriately by
decision support tools and transaction processing
systems
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m For example, if you know what the quality of the data
is, you can take a number of different actions:

1. Go ahead and use it, knowing how reliable it is, and
factoring that in

2. Look for other corroborating or alternative sources for the
data

3. Clean the data up and use it

4. Go back and fix the data operation(s) or producing
system(s) to regenerate the data correctly

5. Go back to the producing system(s) and improve them to
prevent this type of problem in the future

Integrity - Service - Excellence
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To-Be Future State Vision

Enterprise Data Quality Management Strategy
m An Operational Support computing environment in which:;
— The quality of all data is defined and well known

— Data exchanged between information systems is continuously
monitored for quality

— Data quality meta data is used to:
e effectively manage ongoing system operations

e support the clean up of problematic data for consumers (people
and systems)

e continuously improve overall information processing

e better inform data owners, stewards and consumers to improve
decision making at all levels
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DQ Project Objective & Goals

Objective:

Set up an Enterprise Data Quality Management Service
(EDQMS), and then exercise it with a set of data from several
legacy information manufacturing systems.

Goals:

mProvide an initial capability to manage the quality of data in the
inventory area of the Logistics domain

mleverage existing investments in Data Quality research and
deployed infrastructure

mApproach shall be flexible and generic enough for application
to other information data products within any domain and using
any vendor products or legacy tools.

Integrity - Service - Excellence 10
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Exercise EDQMS for several DQ problems with sets
of data from several legacy information manufacturing

3. DQ Assessments for
systems

Inventory Data

1. Enterprise Data

lit Establish end-to-end processes & governance
Quality constructs (EDQMS) that provide full lifecycle

Management .
Service (EDQMS) management of data quality

Upgrade of existing infrastructure to fully support
2. DQ Infrastructure EDQMS, as well as the loads and volumes of DQ
(GCSS-AF Data metadata that a broad implementation of EDQMS will
Services) place on the infrastructure
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Quarterly Feed:
Yearly Feed

Example
Information
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Systems and
Information
Products for
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Forecasting
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D& The Architecture of Data Quality
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High Level DQ Business Process

1

Data Quality ‘ Data Quality ‘ Data Quality

Assessment Monitoring Improvement
e Define ¢ Monitor e Analyze
«Measure « Control «Improve
* Assess § * Fix/Work-around
Establish/Update Ongoing Operations | Business Cases

Baselines Alerts & Notifications
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High Level DQ Governance

The DQ governance construct should map closely to the process.

’ DQ Executive Steering Group ‘

|

DQ Business Case
| DQ Council | Anaiys Suppor
DQ DQ DQ
Assessment Operations : Improvement
Teams Office Teams
Data Quality | Data Quality | Data Quality
Assessment Monitoring Improvement
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D& Data Quality Policy
U.S. AlR FORCE Reference: “Journey to Data Quality”, Lee, Pipino, Funk & Wang, 2006, MIT Press.

Policy — A clearly articulated statement of vision and guidance
for a viable, sustainable and effective data quality practice

Disseminated/promulgated throughout the organization

— Must be in place for the organization to remain engaged and to
succeed in maintaining a viable, continuing data quality effort,
which in turn proactively supports the organizations mission
activities.

— Ensures that efforts to attain and maintain high quality data and
information are institutionalized, and not isolated to individual
champions or departments.

m Addresses data quality practice, management, implementation,
operations, metrics and standards, all at different levels of
detail

m Will lead to continual improvement of the overall quality for use
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Cross Process Phases — There are currently five (5) cross process phases
that have been identified for the EDQMS enterprise architecture.

*MANAGEMENT & OVERSIGHT: oversees program initiatives, sets policies and
procedures, secures funding for improvement projects, delineates data
accountability, coordinates across Air Force enterprise, and oversees Stewardship &
Coordination as well as Auditing and Compliance

=STEWARDSHIP & COORDINATION: establishes data standards, constructs
enterprise vocabulary, determines data quality metrics and thresholds; oversees
Data Quality (DQ) Operations & Improvement

DATA QUALITY OPERATIONS: performs the actual data quality operations related
to assessments, measurements, and monitoring performed by the organization
utilizing various DQ tools

DATA QUALITY IMPROVEMENT: improves data quality through analyzing sources
of problems, cleansing data quality subjects, and correcting or re-engineering
information manufacturing systems

*AUDITING & COMPLIANCE: measures and assesses compliance, as well as trust
and confidence placed on EDQMS by it customers, by performing audits on EDQMS
and the Data Quality organization

Integrity - Service - Excellence 18
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Enterprise Data Quality Management Service

1. Oversee
Enterprise DQ Management

9. Manage DQ

I t Portfol I ’ :
( Provement Fortiofio, DQ Executive Steering Group

DQ Council

2. Manage DQ

Assessment Portfolio, DQ BCA Support Team

12. Conduct DQ
Improvement Project

COlI Data Panel

3. Define Information
Products and Metrics

4. Measure and
Assess D
DQ Assessment Team * Q
N 5. Query Data
. Quality 13. Administer DQ
Services

User/Application DQ System Administration

DQ Operations Office

8. Take DQ
Management Actions,
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DQ governance construct should be aligned with existing AF data
management construct
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\ j Data Quality Measurement
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3 EDQMS Definition Tools
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The Data Quality Meta-Data Exchange (DQME) language is the communication
format between the EDQMS infrastructure and all external systems, including Data
Profiler Adapter implementations and other interested systems

HEADER
: DQMEMessageHeaaer
bxDateTime  dateTime
initiator string
actionType  actionTypes

BUSINESS RULE EVALUATION

‘ BusinessRuleEvaluationDefinition

DATA QUALITY SUBJECT DEFINITION

[£] DataqualitySubjectDefinition

name DataQualitySubjectiameTyp, (@ name string
[#] Description [0..1] Description wiolations lang
[e] Dataltem [1..*] DataltemDefinition recordCount long
& [&] Category [0..*] DataQualitySubjectCategory = [&] Viclation [0.*] WiolatingRecordref
i [€] ScopeSpecification  [0..*] ScopeSpecification i+ [] scope [0..*] ScopeParam
[&] BusinessRule [1..*] BusinessRuleDefinition
[€] DataQualityDimension [1..*] DataQualityDimensionDefinition
Integrity - Service - Excellence 26
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DQME Process Flows

DEFINITION

MEASUREMENT

Data Parel Data Quality Profile Developer '.
Definlion ]
=

VENDOR

PROFILER

DC Dashboard
Definition Wizard

Integrity - Service - Excellence 2
R4 Data Quality Subject Definiti
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([ DoacuatysbpatameType)
@ name DataQualtySubjectiame Type
] Oeserption 16.1] Cesarpon
[€] Dataltem [1.*) Detaltembefrtion DataElementReference
€] carsgory [0..%] DataqualtySubjectCatagory ) DotaRtenDetration pre————
(€] ScopesSpeckication.  [0..*] ScopeSpecification @ name DatalterblameType
[® (.4 . [€) staBementRet [0..7] DatalementReferers datshase string
[ oat [1.*] o Cefindts ~ | [#] Description [0.1) Descrigtion table string
[E) DataQuaitySubectCategory column steing
@ name strimg
% (8] Description [0..1] Description
] Scopaspeciication
@ -
® dsscrigton string
| [ busoessmueoofrton |
@ name string
® g string F] ueiumen e deCelriar
(&) Descrigtion [0..1] Description e
docra
) DotoQusityDimersionDelintion ot Meamsme by
@ name -
T Iatorudeedviion
] DataQuatymetn: [0..1) = —
2 (.1 end L
[&] Actiorfude [0..%] ActionfudeDefintion
(&l acton [0+ secton
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3 DQME Adaptor
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The DQME Adapter is a de-coupled component that collects business rule
violations from a vendor-specific profiling or measurement tool and
publishes the data in DQME format to the ESB.

ESB

PUBLISH TO ESB

DAME
/° CREATE DQME

——
ORACLE
FEFOSITORY |

QUERY REPOSITORY

INFORMATICA
PROFILER:
e
DATA
WAREHOUSE

Folder Name

Q START UP Profile name
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Business Rule Evaluation

(1] BusinessRileEvalistionSet [E] BusinessRulsEvahustionDefiriticn
(@ subject string @ name string
5] doEvab [0.¥] BusinessRuleEvakusti i (® violations long
[&] Record [0..4] wiclstngRecordDetal (® recordCount long
(&] Violstion [0..*] WolstingRecordhed
€] 5cope [0..#] ScopeParam

[£] vicstingRecordDetal
@ recordid string

(€] Elemert  [0..*] Elementvalue
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lis din stncn Master, Transactional, & Product Data

Master Data Objects Transactional Data Objects

n Item Customer n Transportation Rates bG8 Certifications
n Organizations 4P Supplier Resource Rates "0 Move Orders
(Manufacturing)
H Work Center kN Chart of Accounts
n Purchase Orders Contracts

'

n Vehicle Person
n Shop Order Invoice

Locator M Budget
H Work Order ECO
Projects Resources
n Requisitions ECR
Inventory
Sales Orders Causal Factors
Routes
n Inventory Balances Forecast
Sourcing Rules
n Issue (ETAR) .

YA Fixed Assets
Equipment

Price List

Rk
©|lo|N|o

o

Carrier

Product Data Objects

n BOM Structure n Serial Structure
n Routings n Maintenance Program
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Summary

m We have a well defined service framework (EDQMS)
for how DQ can be managed in an enterprise context

m It fits with our overall Enterprise Data Implementation
Strategy

m It takes advantage of significant prior investment in
DQ tools and capabilities

m It will be exercised with real data

m It supports a number of critically important current
efforts, and is flexible enough to be expanded to many
others
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