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Information Quality at the Transportation Security
Administration

ABSTRACT

Historical data is an important component of business analysis. This presentation will discuss
several examples and techniques employed at the Transportation Security Administration (TSA)
to build controls and checks surrounding data inputs. Using a combination of several COTS
applications, TSA is building real-time data warehousing. This presentation will discuss several
requirements and the solutions created to better ensure information quality, in some instances by
leveraging existing data. Lack of proper data collection may result in uninformed decision
making. We will discuss some of the collaboration techniques within groups of business owners
and the development team in creating modules that have resulted in higher levels of user adoption
in the field. As well, we will discuss current solutions for data sharing within TSA as well as
with other government agencies.
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Introduction

* Why information quality is so important from the
perspective of the Performance Management
Information System (PMIS) program.

* What is being done to ensure info quality.

* What is working well.
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Overview of PMIS

» Performance Measurement Information System (PMIS): The Performance
Measurement Information System is a web-based application used to collect
TSA metrics and measures. Data entry is accomplished by web browser or
hand-held device. PMIS directly supports TSA'’s goal of becoming a
performance-based organization.

» Business Intelligence (BIl) Tool: The Performance Information Management
System (PIMS) is a state-of-the-art tool which supports analysis,
dashboarding, graphing, and reporting from a consolidated data warehouse.
PIMS today reports on data from 18 TSA data sources.

» Airport Information Management (AIM): Next-generation data entry system
to assist airports in managing their day-to-day business. Provides airports a
consistent national interface with headquarters’ support and ports existing field
applications to this national enterprise application. Supports real-time
business intelligence reporting.

Integrated Data Sources - PMIS
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Program History — Results
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Prohibited Items
are recorded in
PMIS on a
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Integration alternatives

Each program office can be granted access to different areas

This flexibility enables each business unit the ability to control
its own data while pushing select elements agency-wide
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Integration option — currently in use

Option 1 — Standard Development Process
Bl analytical team creates and maintains all publicly-available reports for a program
office; users are allowed to create private “ad-hoc” reports within the application.

Bl Reporting Team

End Users
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Integration option — currently in use

Option 2 — Collaborative Development Process
Bl analytical team and program office developers create and maintain all publicly-available
reports for a program office; users are allowed to create private “ad-hoc” reports within the

application.
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Integration option — currently in use

Option 3 — Program Office Development Process
Program office team creates and maintains all publicly-available reports for a program
office; users are allowed to create private “ad-hoc” reports within the application.
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Data design and collection considerations

Custom hierarchies with integrated data collection and
reporting.

Data collection methodology:

» Mapped to business process

* Requirements include data values consistent within
multiple systems

» Working with master data

One “safe source” of operational data shared across
multiple applications and program offices

Testing throughout the development cycle.

10
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Testing (Quality Control)

Work Product
Category

Requirements

Tool(s)

Rational RequisitePro,

BugZilla

Verification Method(s)

Peer Reviews

Validation Method(s)

Formal Reviews, QA Audits,
Prototypes, Customer Acceptance
of Requirements Specification.

Rational RequisitePro,

Formal Reviews, Customer

Designs AllEusion ErWin Peer Reviews Acceptanpg of Design
Specification.
Subversion, Visual Peer_ Reviews, U.mt User Acceptance Test (UAT),
. ) Testing, Integration
Software Studio, Rational : ; Customer Acceptance of
ClearQuest Testing, S_ystem Testmg, Software
Quality Audits )
Formal Reviews, QA Audits,
Documentation Rational ClearQuest Peer Reviews Customer Acceptance of

documents.

Test Procedures

Rational TestManager,

Rational ClearQuest

Integration Testing,
System Testing

Customer Acceptance of Test
Specification.

11

Challenge — inconsistent geographic data

Many TSA systems allow user-entered checkpoint

names, machine information, and airport location data.
These text-based entries may differ depending on the
individual(s) performing data input.

Furthermore, changes to geographic information must be
propagated in a timely manner to both data entry and
reporting systems.

12
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Solution - Custom hierarchies

Consistent hierarchies for data collection and reporting across
PMIS/PIMS/AIM. All geographic values tagged with unique identifier and
synchronized via ETL.

New Fassenger Checkpoint Submission 1. Choose Geography

ot e

Aiport Categary ™
shift: | 50t 2 > | Z@x =
i (@ Airport

W@ ATLHartsfield Atlanta International
+ @ BOS:Logan International

W Bwr:Batt asl
i W CLT:Charlotte/Douglas International [

.m

<l

2. Choose a Shift

Leave unchecked to indude al shifts
[] W shift 1

[ @ shift2

[ i shift 3

[ @ shift 4

3. Choose a Day of the Week

[] @ sunday
[ i@ Monday

[ ] i@ Tuesday

[ ] i@ Wednesday
[ ] i@ Thursday
[ i@ Friday

[ ] i@ saturday
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Challenge — Data quality and privacy across systems

TSA systems do not employee a standard unique
identifier for each user. As such, each application may
utilize a different solution for user authentication.

Examples of system identifiers:

* Arbitrary auto-generated integer value

* Social Security Number

» email address

* Network login ID

* Last four digits of social + first two letters of last name
* First letter of first name + last name

14
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Solution — cross-system identifier reference

Master reference table containing system identifiers from multiple
applications. PIl is encrypted using industry-standard algorithm

SSN Name Hours Dollars SSN Name Courses taken  Average Score
123456789 John Doe 40 $1000 345345078 | Bob Smith 6 90.5
987654321 Jane Smith 80 $2000 873462961 | Robert Doe 15 88.1

Cryptographic Function

10001 | 1SDF334SFIF34 | John.doe JHDFG123 134523 John Doe
10002 | 435KLH234J34J | Jane.smith KJJKH448 435345 Jane Smith
10003 | 53424234HJ3HL | Bob.smith 98343400 336644 Bob Smith

15

Challenge — Data entry mistakes

Users may accidentally enter data values that are higher
or lower than intended. These values should be flagged
for review prior to being reported nation-wide.

16
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Solution - Boundary definition

Insert New Bounda:

Airport Category:

High and low

Metric O M I I | ) fimi

Baggage - Baggage Data - Number of Lacks Cut or Braken for Sereening - o it 100 Active [ DeAdivate oundary lin ts
Baggage £
g:gg:g: - LEQ Intervention - Cash > $10,000 on International Flights - Highlimit 2 Active | De-Adivale can be seton a
Baggage - LEG Intervention - Contraband - Baggage Highlimit 2 Active [_DeActivate - 1 -

er-metric, per
Baggage - LEQ Intervention - Drug Paraphernalia - Baggage HighLlimit 2 Active [_De-Activate b is f
Baggage - LEO Intervention - Drugs - Baggage Highlimit 2 Active [_De-Activate Category asls tor
Baggage - LEO Intervention - Other LEO Interventions for Unresclved Alarms . b 1 1
augvoe High Limit 2 Active [_De-Activate PMIS submissions.
Baggage - LEO Intervention - Undeclared and/or Loaded Firearms - Baggage High Limit 2 Active [_De-Activate Su bm iSSiOﬂS W|th
giﬁga;g:u;PIEZ:‘A:\?;;;:;E[denmed - Disabling Chemicals and Other tigh timith 25T Ative | e )
Baggage - Prohibited [tems Identified - Explosive Materials - Baggage Highlimit 5  Active [_De-Activate Values OUtSIde Of
Baggage - Prohibited Items Identified - Flammable Items - Baggage HighLimit 25  Active [_De-Activate boundaries are
Baggage - Prohibited [tems Identified - Loose Ammunition - Baggage High Limit 100  Active [_De-Adtivate . Il
Baggage - Screener Data - Number of baggage screeners on duty - Baggage High Limit 100  Active [_De-Activate automatica y
Baggage - Screener Data - Number of baggage screeners scheduled for High Limit 100  Active T ﬂa ed
work - Baggage Cd .
Baggage - Screener Data - Number of baggage screeners tardy - Baggage  High Limit 10 Active [_De-Activate
Baggage - Screener Data - Number of baggage screeners with unscheduled ion i 30 active [ De-Activate
absences - Baggage
Complaint Counts - Baggage Handling Process Highlimit 5  Active [_De-Activate
Complaint Counts - Civil rights/discrimination Highlimit 2 Active [ De-Activate
Complaint Counts - Discourteous treatment Highlimit 3  Active [_De-Adtivate
Complaint Counts - Improper handling of property Highlimit 3  Active [_De-Activate
Complaint Counts - Inappropriate contact Highlimit 2 Active [ De-Activate
Complaint Counts - Lack of privacy Highlimit 2 Active [_De-Adtivate
Complaint Counts - Lax screening HighLlimit 2 Active [_De-Activate
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Solution - Flagged submission review

‘Data: 2/3/2010 &
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. . . [} 1 1] 1
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Challenge — inconsistent item category data

Many TSA systems allow user-entered item names, item
groups, and item category data. These text-based entries
may differ depending on the individual(s) performing data

input.

Furthermore, changes to item information must be
propagated in a timely manner to both data entry and

reporting systems.

19

Data Quality - Submission data integrity

Master Lant of Lategaries | Item Rames. Categones Ibem Ranses for sinport
Casagary o Ty J[[] o T memType
—— —— = i
Cb::ionﬂ ;:‘:‘l:’;"w " e \'
Communicaten Blackberry List Inventory
omnion s e
R e | = | c;;’, i
Submit. Cancel = ::w- :unm
- (et (o) g —
Page ! afy &= R L - 524 5
=
Drop-down lists and data entry screens can be customized according to
individual airports’ needs while maintaining standard category definitions.
20
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Challenge — data feed monitoring

The TSA business intelligence tool receives daily data
feeds from a number of source systems. Each system
may experience outages, maintenance, or service
interruption during its scheduled data load.

Users at headquarters and in the field must be aware of

any data load failures prior to running operational reports
the following morning.

21

Solution — data load and interconnection status

Start Time Finish Time

11/10/2009 1:00:36 PM 1171172008 2:53:12 PM 9ABTATEBAT385EA28D762084941373F4 PIMS Bl Tool
12/9/2009 6:26:17 PM 12/9/2009 6:32:12 PM 9ABTA1EB47T385EA28D762084941373F4 PIMS Bl Tool
12/9/2009 6:48:01 PM 12/9/2009 6:54:48 PM 9ABTATEBA7T385EA28DT62084941373F4 PIMS Bl Tool
12/9/2009 7:18:53 PM 12/9/2009 7:25:22 PM 9AB7A1EBA7T385EA28D762084941373F4 PIMS Bl Tool
12/11/2009 1:24:53 PM 121172009 1:25:42 PM 9AB7A1EB47385EA28D762084941373F4 PIMS Bl Tool
12/11/2009 1:31:28 PM 12/11/2009 1:32:04 PM 9ABTA1EB47385EA28D762084941373F4 PIMS BI Tool
12/12/2009 8:29:40 PM 121472009 2:06:56 AM 9ABTATEBAT385EA28D762084941373F4 PIMS Bl Tool
12/14/2009 2:58:32 AM 121472009 3:40:51 AM 9AB7A1EBAT385EA28D762084941373F4 PIMS Bl Tool
12/14/2009 4:33:56 AM 12/15/2009 2:14:51 AM 9ABTA1EB47T385EA28D762084941373F4 PIMS Bl Tool
12/15/2009 3:14:24 AM 12/15/2009 3:58:45 AM 9ABTATEBA7385EA28D762084941373F4 PIMS Bl Tool
12/15/2009 4:50:44 AM 12/15/2009 5:19:01 AM 9ABTATEBAT385EA28D762084941373F4 PIMS Bl Tool
12/16/2009 2:58:24 AM 12/16/2009 4:00:15 AM 9ABTA1EB47T385EA28D762084941373F4 PIMS Bl Tool

| REPORT DETALLS 2=
Report Filter:

(Date (ID) Between 2/9/2010 and 2/15/2010)

Datarows:7 | Datacolumns:6 |

Number of PARIS Number of PARIS
Incidents Investigations

PMIS Captured
Metric Count

PMIS T_hrmlghput

Number of IMS
Metric Count iri

Inquiries

Number of PARIS
Inspections

Date Metrics

2/15/2010
2/14/2010
2/13/2010
2/12/2010
2/11/2010
2/10/2010
2/9/2010

Daily email distributions indicating success or failure of
various data interconnections.

22
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Challenge — data reporting delays

The TSA business intelligence tool receives daily data
feeds from a number of source systems. Data from these
systems may be up to 24 hours old in the data
warehouse.

Users at headquarters and in the field have a need for
more timely reporting and alerts.

23

Solution - Real-time data integration

List Lost and Found
Treckmg C = RemCateg = RemDescr ™ LecotenF = Sworsgelc ™ Sesstven™ Cash = Mgh Vaue ™ e Stats ~
10000 Airing icost et Bioe T, Zone 130 0., Zene 138 b meesery ()
18080 Aleohel P Bolie of Bo.. Zone 114 Retursed
10082 Bany e Bactec  ZooeiSa  Zens 18A P
10960 Baby tem CAr seat Zooe 17 (D Zene 17 (B T
14201 Umieels Pk puml., T4 74 == . . =
— e w E B |l GRRERD A
106 Bth Centifi. John Doe &
10061 Lagtop DeaLatuce 1 Airport LF Category Metrics # of Lost and Found Items
10060 iaset Black wake_. 1 Airline ticket 2
10083 - Sy 2 Alcohol Product 1
Baby ltem 2
{ { Pageli lof1 & = Bag 1
=y Birth Certificate 2
Rasdy ORD O'Hare International Airport . L
Camera 1
Clothing item 2
Laptop 1
Photo ID 1
Umbrella 1
Wallet 1

Real-time data entry and reporting integration exists between AIM and PIMS
utilizing a shared warehouse for “one safe source” of operational data.

Referential data is synchronized in real time.
24
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Solution - Real-time data integration

List Lost and Found
Alert: New item added to lost & found 2/3/2010 3:38PM
= PIMS BI Tool Staging [pmishelpdesk@tsa.dhs.gov]
- = i Sent: Wed 2/3/2010 3:39 PM
To: Smereka, Michael <CTR>
ey S e i Create Report Lost and Found Item

ol Add Last and Fowsd Item =
Pert e Foem Checkp LF Category Mefrics# of Lost and Found Items.
| conagane = Zone 11A Alcohol Product 1
| kem Descrpton:® 1 Laptop 1
T - Wallet 1
M Location Foues:= = — 10 Clothing item 1
| aceon pate T Acton Deta 13| Aution DR, 2 Camera 1
Addboral Fosmaton (250 4A Birth Certificate 1
| 5 Birth Certificate 1
B 7 Book 1
Raa Do the Ttz Haves A Bag 1
e e e s Umbrella 1
ca; Airline ticket 1
High Vakse: TOCC Office Clothing item 1
Photo 1D 1
[rver— Zone 13B bag claim Airline ticket 1
== Zone 15A Baby ltem 1
B, nay Zone 17 (BTP) Baby Item 1

Event- or time-based alert capability from integrated data warehouse
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Media Comments

“The focus an melrics allows the TSA o avoid gefiing hamsirung” because ¥ dossnT rely on
infustion i meke decisions or heve informelion siored in disparale spreadshesls, dala maris
and reporis "
- Wayne Eckerson

Director of research and services

The Data Warehousing Institute

PIME fracks more than 1,000 metrics in lodal, butf TBA hag cusiomized dashbossds and reporis for
wmmmmmmummmmmu

- Speclal Report: Business Infsligence Cels Smearl
fleligence Enferprise
Sepiember 2008

“If your most recent trek through airport security was less painful than even a year or so ago, thank the
Transportation Security Administration's overarching business intelligence project, dubbed the Performance
Information Management System, or PIMS.”

- Bl Efforts Take Flight
InformationWeek
10/13/2008
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